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Do you object?
“Amy told Sally that she 
saw Randy pull into the 
parking lot on Sunday.  
Sally told me on 
Tuesday.  So Randy 
must have been 
scheduled to work.” 



I object… 



Do you object?
…pulls document 
from her purse…

“Here is a copy of 
the work schedule 
showing that Randy 
worked on Sunday.” 



I object…



I object…



I object…

Official
Company 

Documents



Inadmissible unless…
• Made by a person with knowledge of the 

information
• Made at or near the time of event
• Regular practice of business to make these types 

of records
• Kept in the course of regularly conducted 

business activity



Possible Objections
• The plaintiff probably created that work schedule 

when they decided to pin the crime on Randy –
maybe last night.

• I can’t read it for the coffee stains.
• Where are the rest of the work schedules for the 

weeks before and after?
• That’s kept in pencil, they probably erased and 

changed it. 



• ISO 15489-1:2016 defines the concepts and 
principles for the creation, capture and 
management of records.

• Calls for records to be “trustworthy”
– Reliability
– Authenticity
– Integrity
– Usability

ISO 15489



“created last night”

Reliability
– Full and accurate representation

à Should capture the transaction as happened and fully 
represent the actions including context.

à Documented processes support the normal actions of 
employees.



“where are other schedules”

Authenticity
– Proven to be what it claims to be and created or sent when 

purported to have been
– Captured in the normal course of business

à Should be created and captured as close to the point 
of the transaction or decision as possible.

à Stored in a format that will remain accessible over 
time.



“erased and changed”

Integrity
– Complete and unaltered

à Require that records be captured after all changes are 
made and stored with limited access to assure no 
changes are made.

à Save in format that allows for time stamped metadata 
or save in unalterable format. 



“coffee stains”

Usability
– Can be located, retrieved, presented and interpreted

à Users should be able to search for and find their 
needed record.

à The context of the record should be clear.
à Access should only be provided to those who are 

authorized.



Is it admissible?
Capable of being legally admitted (into evidence)

- Black’s Law Dictionary

Trustworthy
• Reliability
• Authenticity
• Integrity
• Usability



If you can find it…



Big Picture

Litigation
Breach of Contract

Product Liability
Wrongful Termination
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Records & Information Management/Information Governance



EDRM



Discovery
The act or process of finding or learning 

something that was previously unknown.
- Black’s Law Dictionary

Exchange of information before trial
– Interrogatories, Documents, Depositions

A party’s discovery responsibility is to 
produce the material that is responsive to 
an opponent’s request.



Electronic Discovery (eDiscovery)
• AKA “ESI”
• Media requires machine to read

– Email, CDs, DVDs
– Word document

• On screen?
• Printed  

• Thus, eDiscovery is…the exchange of 
electronically stored  information before 
trial.



Litigation Readiness
• AKA “Information Management”
• The state of being fully prepared with a 

repeatable, defensible plan for how to respond to 
the initiative of a lawsuit or an investigation.

• Knowing:
– What types of data the organization has
– Where the data is
– Who are the custodians of the data
– What steps to follow to carry out the ediscovery

process



Sounds like IG Questions!
• What is it?
• Where is it?
• How safe and secure is it?
• Who controls it?
• How long do we need it?



What is it?
• What kind of information does your organization 

create and store?
– Understand all formats – paper and electronic

• What are your crown jewels?
• What is the subject of common litigation?

– I.e. employment disputes, business disputes     
(claims, product issues, mortgage)



Where is it?
• Personal hard drives
• USB (thumb) drives
• Network drives
• SharePoint
• Smartphones
• Tablets
• In the cloud



Data Map
• Inventory of corporate ESI or paper, clearly 

identifying data locations and types.
• Having an accurate data map makes e-discovery 

activities more manageable by lowering risk of 
oversight while saving time and money.



How secure is it?
• System failures, theft or disasters
• Limited access to sensitive data
• Disaster recovery and business continuity 

planning
• Backups – you need to understand!
• Third parties



Who controls it?
• Who can access if needed?
• Does it require a direct access to an individual’s 

system?
• What SLAs are in place for third parties?



How long do we need it? 

• What is the retention required to meet:
– Regulations
– Legal purposes (statue of limitations)
– Business needs

• Operational needs?
– Have they been well scrutinized?



Production
To provide (a document, witness, etc.) in 

response to subpoena or discovery 
request.

- Black’s Law Dictionary

Ultimately, a party’s discovery responsibility is to 
produce the material that is responsive to an 
opponent’s request — as long as that information is 
not privileged or otherwise protected.



What if you don’t have it?



Spoliation
The intentional destruction, mutilation, alteration or 

concealment of evidence, usually a document.
- Black’s Law Dictionary

Willful or negligent, can result in sanctions by the court



Sanctions Awarded
• Schmalz v. Village of North Riverside, et al, (N.D. III March 23, 

2018) – Defendant admitted that he had “at least 50” text 
messages that were relevant but that they could not be produced 
because the defendant didn’t preserve cell phones after receiving 
a legal hold notice.

• Michael E. Davis, et al v. Electronic Arts, Inc., (N.D. III March 
23, 2018) – former NFL football players suing video game maker 
for using likeness, tried to stonewall the defendant by not turning 
over discovery requests. 



What if you do have it?



And it should be gone…



How to Avoid Sanctions

Litigation readiness and consistent application 
of information governance policies and 
procedures



What Is Your Role?
• Put into place a system of repeatable, 

defensible policies, procedures and 
processes prior to litigation.

Arm attorneys with the realities of the program, allowing 
attorneys to conduct productive Meet and Confer 
sessions that limit the impact of discovery production by 
not leaving policies and procedures open to interpretation 
or misunderstanding.



The Basics of an IG or RIM Program
þ Executive support
þ Supporting staff
þ Relationships with colleagues 
þ Policies, procedures & rules
þ Retention schedule
þ Training and awareness
þ Program auditing
£ Legal hold policy & process



Legal Hold

An affirmative act by an organization to 
prevent the destruction of documents 
relevant to a lawsuit or governmental 
investigation

• Includes physical and electronic

All normal disposition ENDS!



Courts Expect a Process
• Can be scrutinized by the court
• EPAC Technologies, Inc. v. HarperCollins 

Christian Publishing
• Plaintiff motioned for spoliation sanctions against 

the defendant for the spoliation of electronic data 
including “at least 750,0000 messages and 
attachments.”



Bad Communication
• Defendant sent a boilerplate legal hold that did 

not include any guidance or follow up instructions 
on how to preserve data to employees. 

• The records manager was not notified of this 
legal hold until three years after the duty to 
preserve was triggered. 



Harsh Criticism
• The court had harsh criticism of the defendant’s 

management of their preservation processes as 
“arrogance by management, lack of initiative by 
IT and a pitiable lack of legal leadership.”

• A defensible preservation process starts with 
communicating the legal hold to all necessary 
stakeholders including IT.



Legal Hold Process
• A process an organization uses to preserve all 

forms of relevant information when litigation is 
reasonably anticipated.

• Or investigations, or regulatory reviews.  



Implement the Hold
• Generally initiated by legal counsel to custodians 

of information
– Should also be received by:  IT, Records 

management, Compliance 
• Some way to determine receipt and 

acknowledgement should be in place
• Document, document, document



Release of Holds

• Critical to lift as soon as possible
– Avoid overlapping or cascading holds 

from other cases
• Want to return to normal disposition 

as soon as possible.



Departing Employees
• Must make sure information is not lost when an 

employee leaves
• Not improperly deleted
• Hardware not repurposed



Just Keep Everything?



Defensible Disposition
A process (manual, automated or both) of identifying and permanently 

disposing of unneeded or valueless data in a way that will standup in 
court as reasonable and consistent.

An effective defensible disposal process is dependent on an effective 
information governance process. To know what can be deleted and 
when, an organization has to know what information needs to be kept 
and for how long based on regulatory, legal and business value 
reasons.

In other words, pursuant to consistently applied policies and procedures.



Document Actions
• Organizations have a right to manage their 

information
• Document decisions
• Take consistent actions



The Hot Seat



Witness

• Litigation Trend à Question IG
• Depositions

A witness’s out-of-court testimony that is reduced 
to writing (usually by a court reporter) for later 
use in court or for discovery purposes.

- Black’s Law Dictionary 

– You can and will be called to testify on 
behalf of your records and information 
management policies, procedures and 
practices.



Benefits of IG in Discovery

• More efficient and capable enforcement of 
policies

• Rapid and reliable eDiscovery searches
• Reduction of amount of data under management
• Enhanced information governance posture –

added program support



Benefits of IG in Discovery

• Decreased operations costs
– Optimized storage and backup costs

• Decreased legal cost
– Less data to review for relevance
– Less data to produce

• Could create profit center
– Competitive advantage
– Operational efficiencies
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