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Current privacy and data protection

Security Privacy

Data Protection

Security is a foundational 
set of services that every 
organization needs to 
implement to protect 
confidentiality, integrity, 
and availability.

Privacy extends beyond security to 
consider the entire lifecycle of 
personal information and the 
business processes that use it.

Security for Privacy is the protection of personal information against unauthorized physical and logical access.
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Increasingly crowded and evolving patchwork of privacy/data 
protection laws
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Mexico - Protection of 
Personal Data Law

EU General Data Protection 
Regulation (GDPR)

China – Cybersecurity 
Law

California Consumer 
Privacy Act (CCPA)

Proposed India - Personal 
Data Protection Bill

Brazil - General Data 
Protection Law

EU - ePrivacy 
Regulation

Canada - Updated 
PIPEDA Rules

Australia - Updated 
Breach Notification 

Requirement

US - Potential 
Federal Law

US - State & 
Industry Acts
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What is the legal and compliance “stack?”
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Obligations

US Law & 
Regulation

Self-Regulation &
Standards

Enforcement & 
Case Law

International Law

Environmental
Drivers

Example considerations

• New York Dept. of Financial Services – Cybersecurity Regulation

• 46 US State breach notification laws

• 15 U S state sectoral laws (finance, health, etc.)

• California Consumer Privacy Act

• FTC Act (Sect. 5)

• CAN-SPAM, CalOPPA, VPPA

• HIPAA, HITECH

• GLBA, FCRA, FISMA

• COPPA, FERPA

• Canada’s Personal Information Protection and Electronic Documents 
Act (PIPEDA)

• Mexico Federal Law on the Protection of Personal Data held by Privacy 
Parties

• EU General Data Protection Regulation (GDPR)

• EU E-Privacy Directive (to be replaced by PEC)

• China Cybersecurity Law

• Brazil General Data Protection Law

• FTC v. Wyndham (data security)

• FCC v. Verizon (targeted advertising)

• FTC v. Google/Facebook/Snap/Twitter

• FTC v. VIZIO (viewership data)

• HITRUST

• ISO 27001

• SOC2

• Payment Card Industry (PCI) Standards

• Digital Advertising Alliance Self-Regulatory Program

• Online Behavioral Advertising Standards - IAB

• Corporate privacy principles

• External privacy notices

• Internal policies and procedures

• Public statements and 
commitments

• Competitive pressure

• Consumer expectations and backlash

• Journalists and technology media, watchdogs

• Law enforcement/lawful intercept

• Public statements and commitments

• User control/choice (permissions)

• Relevant class action litigation

• Regulator scrutiny, inquiries
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What shifting trends are we seeing in privacy and data protection?
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Direct personal identifiers

Focus on transparency

Tangible harms

Compliance hurdle

Privacy as a checkpoint

Broader definitions of personal 
information

Focus on control

Intangible harms

Business imperative

Privacy as a business function

Limited geographic scope Global reach
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What drivers are responsible for these shifts?
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Industry Drivers
• Industry convergence

• Data-driven strategies

• Rapid innovation

• Massive security breaches

• Data use ethics concerns 

Social Drivers
• Ubiquitous connectivity

• Demand for personalization

• Automated decision-making

• Lack of control, recompense

• Increased technical acumen

Policymakers facing increased pressure to close gaps 
between tech innovation and the law
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How legislation and industry shifts have integrated data 
protection and information management?
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The Intersection Between 
Privacy/Data Protection and 
Information Management

• Enormous amount of personal 
data collected, used and stored 
about consumers.

• Shared desire for intimacy, 
convenience and personalization

• Changes in regulation require 
tighter control/management 
resulting in the need for more 
robust information management 
practices 

• Information use governance 
handles data-related matters across 
the dimensions of privacy, security, 
compliance and technology.

“Reasonably identifiable” consumer data elements

Personal information (PI) touch-points Types of PI

Social media 
platforms

Walk-in

Email, 
websites, 
forums

Online 
Advertising

Traditional 
mail

Mobile
transactions

Consumer PI

Device ID

Online behaviour 
and preferences

Home Address

Location

Credit score

Financials

Marital 
status

Health
information

Location

Email 
address

D.O.B

Mobile number
Email 

address

Interaction 
with 

consumers

IP 
Address

Cookie and other 
online identifiers



PwC | Information-use Governance

E

To use this data in a way that builds trust, we have to balance processing personal data, and the value that creates, with 
maintaining compliance and respecting our consumers’ rights.
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Trust

If we respect 

data, we can 

build trust

and focus on 

creating 

value for 

consumers, 

suppliers, 

and 

ourselves.

Processing data

Processing the 

data without due 

consideration 

can result in 

loss of trust 

through 

disclosing 

private 

information

or performing 

activities that 

some individuals 

may find 

disconcerting.

Ethical

Considerations

Balancing processing with respect is paramount

Name

Gender

Ethnicity

EmailID #
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The spectrum of ethics

When navigating the spectrum of consumer data-use, the threshold of what is acceptable 
behavior may vary from individual to individual.
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Sharing or selling 
consumer data without 

authorization and beyond 
consumers’ reasonable 

expectations

Seen by most as unacceptable Seen by most as acceptable

Lack of transparency 
with consumers around 
our consumer profiling 

activities

Consumer profiling 
activities that 

disadvantages a 
particular group of 

consumers

Sending coupons to 
consumers of one 

ethnicity, fulfilling a 
stereotype

Sending consumers 
coupons for items they 

searched for online when 
they walk into a retail 

store

Greeting consumers by 
name when they call 

customer service, and 
asking if the call is regarding 

their current order.

Collecting and processing 
data that consumers elect 

to share with us to 
experience a more tailored 

experience or benefit

Providing consumers 
with choices regarding 
communications they 
receive from us or our 

profiling of them

Processing data for 
purposes about 

which consumers 
have been informed
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Target 
Information

Use Governance
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Unpacking the components of highly effective, integrated 
information use governance

Target Information
Use Governance

Establishing effective privacy 
program operations to govern 
and manage risks and 
opportunities related to privacy 
and information use. 

Establishing governance for and 
managing the quality, consistency, 
usability, and availability of 
information at the enterprise level 
and across the information lifecycle.

Establishing effective data protection 
and security operations to govern and 
manage access and use rights and 
mitigate risks of information loss.

Information 
Management
Governance

Information 
Protection

GovernancePrivacy & 
Information Use

Governance

1 3 42
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Information Governance – A data centric strategic view
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Mapping current and anticipated data needs 
to business objectives. Full understanding 
about:
• Expected and unexpected places data is ingested 

and acquired,
• How it moves through the enterprise,
• How it is used and forecasted to be used
• Who the stakeholders are (data value chain 

ecosystem players)

A risk based decision making process to 
enable data opportunities
• Risk governance structure that is right sized to the 

goals and objectives of the organization
• A focus on “data use” considers the benefits, risks 

and opportunities in the growing use of data and 
the full stakeholder needs & obligations to drive 
value across the enterprise; 

• A governance strategy that maps to the 
organisations' data centric business objectives

Evolving ongoing operation and monitoring of 
the program driven by changes in:
• Marketplace expectations and competition
• Global regulatory landscape
• New uses of the data and new data types and sources 

introduced into the ecosystem
• Assessing data and data use through the lens of risks 

and benefits to the organization and its stakeholders

Data security strategies align with the 
company’s overall risk profile business 
objectives
• Defined data sensitivity levels and protection profiles 

based on data taxonomy and uses

Driving classification based on a common data taxonomy mapped 
to need, data uses and obligations

Full ecosystem 
analysis and 

understanding 
of current and 

forecasted 
restrictions

Data strategy 
and business 

strategy 
alignment 

A risk based 
decision making 

process 

Moving beyond 
the traditional 

approach to data 
classification

Data Security 
strategies align 

with the 
company’s 
overall risk 

profile business 
objectives

Companies should align data/information governance programs with data innovation and related business strategies and risks, while 
managing data across its lifecycle. It starts with understanding your data, your stakeholders and data needs (current and forecast).
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Thank you for joining us! For more information on PwC’s 
Cybersecurity and Privacy Practice: 

https://www.pwc.com/us/en/services/consulting/cybersecurity.html
https://www.pwc.com/us/en/services/consulting/cybersecurity/digital-
trust/2018-insights.html

If you have any questions or follow up feedback please let us 
know/reach out to us/add us on Linkedin:

Amy Barry
amy.d.barry@pwc.com
Phone:  (678) 519 8538
www.linkedin.com/in/amy-d-barry-cipp

Armando Colbourne
armando.I.colbourne@pwc.com
Phone: (678) 419 1535
linkedin.com/in/armandocolbourne/  

https://www.pwc.com/us/en/services/consulting/cybersecurity.html
mailto:Amy.D.Barry@pwc.com
mailto:Armando.Colbourne@pwc.com

